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IntroductionandMotivation

Desktop search

Virtually all desktopsearch systems(Copernic, Google,MSN,
Yahoo, ...) maintain one indexper user.

Security perspective: Per-userindexingprocessesrun with
userprivileges.Very secure.

E�ciency perspective: Filesthat can be readby n usersare
indexedn times. Wasteof spaceand time.

E�ciency considerationsforce us to useonesingleindex that is
accessedby all usersin the system.

But then make sure that no �le permissions are violated!
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The WumpusSearch Engine

What is Wumpus?

A multi-user �le systemsearch engine.

A multi-purposeinformation retrievalsystem.

What are the main features?

Multi-user support basedon the UNIX security model: Each
usercan only search �les for which shehaspermission.

Fully dynamic: File changes,creations,and deletionsare
immediatelyre
ected by the indexand the search results.

Wumpus is Free Software according to the GPL.

http:/ /www.wumpus-sea rch.org/
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Index Structure: Inverted Files
The Vector Space Mo del and TF/IDF
Structural Queries: The GCL Query Language
Combining GCL and TF/IDF Ranking

IndexStructure: InvertedFiles

An inverted �le is a dictionary data structure that tells us for
every term in the text collection(here: �le system)the exact
location of all its occurrences.

Term 1

Term 2

Term N

17, 28, 42, 177, 219

3, 38, 59, 131�

79, 81, 157, 224, 289, 324

Building an inverted�le (mathematically): Transposingthe
term/documentmatrix. Canbe donevery e�ciently .

All information necessary to processa search querycan be found
insidethe inverted�le. The actual �les being searchedare only
accessedat the very end, to producesnippet summariesetc.

Stefan B•uttcher � University of Waterlo o A Security Mo del for Multi-User File System Search



Intro duction and Motivation
Information Retrieval Basics

A File System Search Security Mo del
Implementation I: Postprocessing

Implementation II: Query Integration
Summary

Index Structure: Inverted Files
The Vector Space Mo del and TF/IDF
Structural Queries: The GCL Query Language
Combining GCL and TF/IDF Ranking

The Vector SpaceModel andTF/IDF (1)

Booleansearches(AND, OR) are easyto implementand very
helpful. But only if the number of matchingdocumentsis small.

For large text collections(e.g., �le systems):Relevanceranking!

Three main assumptionsbehindrelevanceranking:

All queryterms are independent(vector space assumption).

A �le is more likely to be relevantif hasmore occurrencesof
queryterms (term frequency assumption).

A queryterm that appears in many documentsis less
important than a queryterm that appears in few documents
(inverse document frequency assumption).
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The Vector SpaceModel andTF/IDF (2)

State-of-the-a rt relevance ranking: Okapi BM25

Givena documentcollectionD, a queryQ := f T1; : : : ; Tng, and a
documentD. Then

SBM25 (D) =
X

T 2Q

log
�

jD j
jDT j

�
�

fT ;D � (k1 + 1)

fT ;D + k1 � (1 � b + b � dl
avgdl )

;

whereDT is the set of documentscontainingT , and fT ;D is the
number of occurrencesof T within D.

BM25 can be thought of as a BooleanOR. It �nds all documents
containingat leastonequeryterm and ranksall matching
documentsby their BM25 score.
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StructuralQueries:The GCLQueryLanguage

Textual query: Find all documentsin which \mad" and \cow"
occur within a distanceof 3 words from eachother.

GCL query:

(<doc> � � � </doc>) B ((mad^ cow) C [3])

GCL operator tree:
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CombiningGCLandTF/IDF Ranking

UsingGCLto computeBM25 relevancescores:

Assumethe search querycontainsthe three terms T1, T2, T3.

Find all documentsmatching the expression:

(hdoci � � � h=doci ) B (T1 _ T2 _ T3)

Rankall matchingdocumentsusingIDF weights:

wT i = log
�

#( hdoci � � � h=doci )
#(( hdoci � � � h=doci ) B T i )

�

Other componentsof BM25 can be expressedin a similar way.
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The UNIX Security Model

The UNIX security model knows 3 di�erent types of �le
accessprivileges:

owner group others
Read x x
Write x
eXecute x x

R, W, X, : : : But whereis the search bit???

) Needto work with implicit search permissions.De�ne the
search privilegeas a combinationof readand execute.
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The �nd/grep/slo cateSecurity Model

In the traditional find / grep UNIX search environment,a usercan
search a �le if (and only if ) shehas

R and X permissionfor a path leadingto the parent directory
(in order to find the �le) and

R permissionfor the actual �le (in order to grep it).

The samerulesare usedby slocate whenit tries to �nd out what
search resultsit may return to the user.

Good: It is possibleto grant �le accessto a speci�c groupof users
by making the dir X only (not R) and telling them the �le name.

Bad: To make a �le find / grep-searchable,the entire directory
hasto be madereadable,revealinginformation about other �les.
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The WumpusSecurity Model

In the security model usedby Wumpus,a usercan search a �le if
(and only if ) shehas

X permissionfor a path leadingto the parent directory and

R permissionfor the actual �le.

Good: Individual �les can be madesearchablewithout revealing
any information about other �les in the samedirectory.

Bad: Inconsistentwith the existingsearch infrastructureand
possiblecounter-intuitive.

Neither de�nition of searchableis completelysatisfactory. Maybe
we really needan explicit search bit.
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Summary

Where are we?

There are di�erent ways to de�ne what it meansfor a �le to
be searchableby a user.

Regardlessof the actual de�nition, the result is a user-speci�c
partition of the set of all �les in the �le systeminto 2 subsets:
F �

U (�les that may be searchedby userU) and F 	
U (�les that

may not be searchedby userU).

We needto make surethat the responseto a search queryby
userU doesnot revealany information about �les in F 	

U .

In particular: Search resultsmust not contain �les from F 	
U .
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Implementation
Exploit I: Relevance Scores
Exploit II: Relative File Ranks

ImplementationI: The PostprocessingApproach

The most obviousway to addressthe security requirementsis
basedon a postprocessingapproach:

Find all �les matching the queryand rank them usingglobal,
user-independentterm weights(IDF values).

Before the search resultsare returnedto the user,removeall
�les for which the userdoesnot havesearch permission.

Rationale: In a systemwith a large number of users,it is
infeasibleto precomputeper-userterm weights.

This implementationis actually part of severalmulti-usersearch
systems.Its problemsare real problems.
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Implementation
Exploit I: Relevance Scores
Exploit II: Relative File Ranks

How to Exploit the PostprocessingApproach(1)

Target: Analyzethe resultsto a search query in order to
determinethe number of �les jF T j containinga giventerm T .

Is this a real problem?Yes. And it doesnot stop with terms.
Booleanqueries,structural queries,phrases,...

How to proceed?

If the search enginereturnsrelevancescoresalongwith the
matching �les, it is straightforward to computejF T j (see
paper for details).

Make it more challenging:The search enginedoesnot return
relevancescores. Userelative �le ranksto approximate jF T j.
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How to Exploit the PostprocessingApproach(2)

Assumewe want to approximate jF T j.

Createsingle�le F0 containingonly the term T .

Generateunique,randomterm T2.

Create1000�les F1 : : : F1000, eachcontainingthe term T2.

Submit search queryf T ; T2g.

SinceBM25 performs OR, all �les F0 : : : F1000 match the
queryand are ranked according to their BM25 score.

If F0 appears before any of the other �les (F1 : : : F1000), we
know that jF T j � 1000= jF T2 j. Exact value: Binary search!

... but what if not???
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How to Exploit the PostprocessingApproach(3)

If F0 appears after the F1 : : : F1000, then:

Deleteall �les createdso far.

Generatetwo more randomterms T3 and T4.

Create1000�les F1 : : : F1000 containingT2 and T3.

Create999 �les bF1 : : : bF999, eachcontainingonly T4.

Createone last �le bF1000, containingT and T4.

Sendqueryf T ; T2; T3; T4g to the search systems.

All 2,000�les match the query. But what is the ranking?
What are the scores?
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How to Exploit the PostprocessingApproach(4)

Remember the BM25 score of a �le F:

SBM25 (F) =
X

T 2Q

log
�

jF j
jF T j

�
�

fT ;F � (k1 + 1)

fT ;F + k1 � (1 � b + b � dl
avgdl )

:

Thus, we have:

SBM25 (bF1000) = C �
�

log
jF j

jF T j
+ log

jF j
jF T4 j

�
and

SBM25 (bFi ) = C �
�

log
jF j

jF T2 j
+ log

jF j
jF T3 j

�
for 1 � i � 999;

whereC = (k1+1)
1+ k1�(1� b+ 2b

avgdl )
:
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Implementation
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How to Exploit the PostprocessingApproach(5)

BM25 score components:

T 2 T 3

T T 4

Document frequencies:

jF T2 j = jF T3 j = 1000

jF T4 j = 1000

jF T j � 1000
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How to Exploit the PostprocessingApproach(5)

BM25 score components:

T 2 T 3

T T 4

Document frequencies:

jF T2 j = jF T3 j = 1000

jF T4 j = 1000: : : decrease!

jF T j � 1000
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How to Exploit the PostprocessingApproach(5)

BM25 score components:

T 2 T 3

T T 4

Document frequencies:

jF T2 j = jF T3 j = 1000

jF T4 j = 1000: : : decrease!: : : decrease!

jF T j � 1000
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Implementation
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How to Exploit the PostprocessingApproach(5)

BM25 score components:

T 2 T 3

T T 4

Document frequencies:

jF T2 j = jF T3 j = 1000

jF T4 j = 1000: : : decrease!: : : decrease!: : : decrease!

jF T j � 1000: : : log jF j
jF T j + log jF j

jF T4 j � log jF j
jF T2 j + log jF j

jF T3 j
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Implementation
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How to Exploit the PostprocessingApproach(6)

Example

AssumeT appears in jF T j = 11,000�les.

Usingthe techniquejust described, we obtain

log
jF j

jF T j
+ log

jF j
90

� 2 � log
jF j

1000
� log

jF j
jF T j

+ log
jF j
91

;

which yields
10990� jF T j � 11111:

The relativeerror is " = 0:5%.
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Experimental Results (1)
Query Optimization
Experimental Results (2)

ImplementationII: QueryIntegration(1)

We haveseenhow to useGCLto perform relevanceranking. Now:
Integratesecurity restrictionsinto GCL.

At querytime, construct a GC-listFU that representsall �les
searchableby userU. Then apply restrictions:
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ImplementationII: QueryIntegration(2)

Other componentsof BM25 ranking function (term weights,
averagedocument length, etc.) are modi�ed in a similar way.

Unsecure term weights:

wT i = log
�

#( hdoci � � � h=doci )
#(( hdoci � � � h=doci ) B T i )

�

Secure term weights:

wT i = log
�

#(( hdoci C FU ) � � � (h=doci C FU ))
#((( hdoci C FU ) � � � (h=doci C FU )) B (T i C FU ))

�
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Query Integration
Experimental Results (1)
Query Optimization
Experimental Results (2)

ExperimentalResults(1)

(a) Without cache e�ects: All posting
lists have to be fetched from disk.

(b) With cache e�ects: All posting lists
are fetched from the disk cache.

Compared to postprocessing,the unoptimizedquery integration is
between54-74%slower and 18-36%faster (dependingon cache
e�ects and relativenumber of visible�les).
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Query Integration
Experimental Results (1)
Query Optimization
Experimental Results (2)

QueryOptimization

Considerthe GCLexpression:

((<doc> C FU ) � � � (</doc> C FU )) C FU .

This is equivalentto:

(<doc> � � � </doc>) C FU .

Analogousequivalencesexist for the other GCLoperators: ^ , _ , ...
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Experimental Results (1)
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ExperimentalResults(2)

(a) Without cache e�ects: All posting
lists have to be fetched from disk.

(b) With cache e�ects: All posting lists
are fetched from the disk cache.

Compared to postprocessing,the optimizedquery integration is
between12-17%slower and 20-39%faster (dependingon cache
e�ects and relativenumber of visible�les).
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Summary

We haveproposeda �le systemsearch security model based
on the UNIX security model.

For onepossibleimplementation(postprocessing),we have
shown that an arbitrary usermay obtain information about
�les for which shedoesnot havereadpermission.

We havepresenteda second,secureimplementationand
pointed out queryoptimization opportunities.

Usingthe optimizedimplementationof the security model,
averagetime per query is between61% and 117%of the
original, security-unaware implementation.
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The End

Thank You!

Stefan B•uttcher � University of Waterlo o A Security Mo del for Multi-User File System Search


	
	Introduction and Motivation
	Information Retrieval Basics
	Index Structure: Inverted Files
	The Vector Space Model and TF/IDF
	Structural Queries: The GCL Query Language
	Combining GCL and TF/IDF Ranking

	A File System Search Security Model
	The UNIX Security Model
	The find/grep/slocate Security Model
	The Wumpus Security Model
	Summary

	Implementation I: Postprocessing
	Implementation
	Exploit I: Relevance Scores
	Exploit II: Relative File Ranks

	Implementation II: Query Integration
	Query Integration
	Experimental Results (1)
	Query Optimization
	Experimental Results (2)

	Summary

